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Cile bezpecnosti

(prehled ) [« oreviené standardy
- POSIX, XPG, SUS, SVID, ANSI ...

* otevrena platforma
* otevreny kod
* ovéreny kod
- Common Criteria (ISO 15408)

* CAPP EAL4+
* RBACPP EAL4 +

e AAA
- Authentication - autentizace vstupu
- Authorization - autorizace pristupu
- Audit - uctovani provozu

- solLaris
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Autentizace vstupu

* konfigurovatelné jmenné sluzby pro
identitu uzivatele
- Name Service Switch
- nsswitch.conf
- moduly pro unix, LDAP, NIS, NIS+
- typy sluzeb od passwd, ... RBAC, project

» konfigurovatelné ovéreni identity
- Plugable Authentication Modules
- pam.conf

- moduly pro unix, LDAP, NIS+, kerberos,
Cipove karty
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Autorizace pristupu

* pristup k privilegovanym a
administrativhim nastrojum
- Role Based Access Control

* opravneéni pro pristup k
privilegovanym funkcim kernelu
- Privileges

* soubory
- POSIX Access Control List

* Sité
— IP filter
- TCP wrapper

- IPsec
- IP QoS



Audit provozu

* audit v kernelu
- Basic Security Module
- 257 udalosti kernelu
- 77 udalosti aplikaci
* informace o behu aplikaci
- Extended Accounting
* syslog
* souborovy audit
- Automated Security Enhancement Tool
- Basic Audit Reporting Tool
* audit obsahu a bezpecnostni
nastaveni konfigurace
-/ solaris - Solaris Security Toolkit (JASS)

<<<<< group>
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Cile a komponenty

(Creac [« ci

- umoznit delegaci administrace systému

- definice programovych autorizaci

- snizit pocet setuid programu

- princip minimalnich opravnéni

 komponenty RBAC

— administrativni role (administrative roles)

- programoveé autorizace (authorizations)

- profily (profiles, rights), profily pro
spusténi programu vcetné bezpecnostnich
opravneni kernelu (exec attributes,
privileges)

- solLaris

<<<<< group>



Administrativni role

(_RBAC ). standardni uzivatelské konto, ale:

- nelze se primo prihlasit

- aktivace pomoci su z autorizovanych kont
- prace v Solaris Management Console

- pouzity Profile Shell

» konfigurace
- roleadd(1m), rolemod(1m), roledel(1m)
- user_attr(4) - doplnuijici soubor pro
passwd(4) a shadow(4)

user:::type=normal|role; roles=users;
auths=auths; profiles=profiles:;
defaultpriv=priv; limitpriv=priv;
project=project; lock_after_retries=yes|no

@omponentg

- solLaris
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Programové autorizace

(_RBAC ). hierarchicky jmenny prostor

@omponentg so1ar1:s.adm1:n.pr1: nter.de1gte
solaris.admin.printer.modify
solaris.device.allocate
solaris.jobs.admin
solaris.jobs.grant
solaris.jobs.user
solaris.system.shutdown

* vyuziti v aplikacich
- getauthattr(3SECDB)
- smc(1m), allocate(1m), crontab(1), at(1)...

» konfigurace

- auth_attr(4)
auth::short descr.long descr-help=help

soLaris

<<<<< group>



Profily

(_RBAC )| 1) profil definuje dalii atributy

@omponentg - prof_attr(4)
profile:..descr:help=help;
auths= - profiles=profiles; privs=privs

2) profil prirazuje privilegia pro
spousténi programu
- implementace pomoci Profile Shell
- pouziti misto exec(2) transparentni
externi spustéeni setuid pfexec(1)

- exec_attr(4)
profile:suser|solaris:cmd::: prog:
euid=uid, uid=uid, eqgid=gid; gid=gid,
privs=privs; limitprivs=privs

- solLaris
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( RBAC )
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Priklad profilu

passwd
jack:x:100:1:InsideJack:/home/jack:/bin/sh
killer:x:200:1:Ki1ler:/home/killer:/bin/pfsh

user_attr
jack:::type=normal;roles=killer
kKiller:::type=role;profiles=Killer
prof_attr

Killer:::Process killer:

exec_attr
Killer:suser:cmd:::/usr/bin/kill:euid=0
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Privilegia

ezpecnostni opravnéni pro kernel,
ktera nahrazuji uid==
48 privilegii ve skupinach
— FILE - opravnéni pristupu k souborum
- IPC - opravneéni pristupu k sdilené pameéti,
frontam zprav a semaforum
— NET - opravneéni pristupu k siti
- PROC - opravnéni pristupu k procesum
- SYS - opravnéni pristupu k systémovym zdrojum

soucasti informaci kernelu o procesu
nastaveni privilegii

- RBAC

- privilegované programy (setuid)
—V ramci startovaci sekvence



RBAC
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<USer group>

Prehled privilegii

“contract_event” Process/Request

critical/reliable events
“contract_observer” Obsever events other

than euid
"cpc_cpu” Access to per-CPU perf counters
"dtrace_kernel" DTrace kernel tracing
"dtrace_proc" DTrace process-level tracing
"dtrace_user" DTrace user-level tracing
"file_chown" Change file's owner/group IDs
"file_chown_self" Give away (chown) files
"file_dac_execute" Override file's execute

perms
"file_dac_read" Override file's read perms
"file_dac_search" Override dir's search perms
"file_dac_write" Override (non-root) file's

write perms

‘file_link_any" Create hard links to diff uid
files

"file_owner" Non-owner can do misc owner
ops

"file_setid" Set uid/gid (non-root) to diff id
"ipc_dac_read" Override read on IPC, Shared
Mem perms
"ipc_dac_write" Override write on IPC, Shared
Mem perms
"ipc_owner" Override set perms/owner on IPC
"net_icmpaccess” Send/Receive ICMP packets
"net_privaddr" Bind to privilege port
(<1023 +extras)
"net_rawaccess” Raw access to IP
"proc_audit” Generate audit records
"proc_chroot” Change root (chroot)

"proc_clock_highres" Allow use of hi-res timers

"proc_exec" Allow use of execve()

"proc_fork" Allow use of fork*() calls

"proc_info" Examine /proc of other processes

"proc_lock_memory" Lock pages in physical
memory

"proc_owner" See/modify other process states

"proc_priocntl" Increase priority/sched class

"proc_session” Signal/trace other session
process

"proc_setid" Set process UID

"proc_taskid" Assign new task ID

“proc_zone” Signal/trace processes in other
zones

“sys_acct” Manage accounting system (acct)

“sys_admin System admin tasks (node/domain
name)

"sys_audit" Control audit system

"sys_config" Manage swap

"sys_devices" Override device restricts
(exclusive)

"sys_ipc_config" Increase IPC queue

"sys_linkdir" Link/unlink directories

"sys_mount" Filesystem admin (mount,quota)

"sys_net_config" Config net interfaces, routes,
stack

"sys_nfs" Bind NFS ports and use syscalls

"sys_res_config" Admin processor sets, res pools

"sys_resource" Modify res limits (rlimit)

"sys_suser_compat” 3rd party modules use of
suser

"sys_time" Change system time



RBAC

N\ )

\/

privilegia

- solLaris

<<<<< group>

Privilegia procesu

—

' » informace kernelu o procesu

- Effektive set (E) - aktualni opravneni, daji se
pridavat a odebirat shora omezené podle (P)

- Permitted set (P) - horni omezeni pro opravneni
(E) a (I), daji se pouze odebirat

— Inheritable set (1) - nastaveni vychozich
opravnéni (nové E a P) pro synovsky proces

- Limited set (L) - horni omezeni pro dedicna
opravnéni (I) a nemuze nikdy rust

- priznak PRIV_AWARE

* spousteni setuid
- pro nepreprogramované (nejsou PRIV_AWARE)
procesy se v kernelu ovéruje jiné Ea P
E'=(euid==07?L:E
P' = ((euid == 0 || ruid == 0 || suid == 0)? L : P))
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Nastaveni privilegii

« RBAC
* nastroj ppriv(l)
- zjisteni privilegii u procesu
- nastaveni privilegii pro spoustény proces
- testovani potrebnych privilegii
* nastroj truss(1)
- testovani potrebnych privilegii
* nastaveni pri startu OS
- Service Management Facility
- definice v popisu (manifestu) aplikace
- zobrazeni nastrojem svcprop(1)
* API

- set/getpflags(2), set/getppriv(2)
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Principy oddeleni behu aplikaci

« duvody
- bezpecnostni oddeleni
- rozdéleni nebo vyhrazeni zdroju
- redundance a vysoka dostupnost
- horizontalni skalovatelnost

 moznosti dokonaleho oddeleni

- oddeélene systemy

- dynamické hw rozdeleni vykonnych
pocitacu (hardware partitioning)

- virtualni (emulovany) hardware (virtual
hardware monitors)

- rozdeéleni na urovni operacniho systému
(OS virtualization)



Kontejner OpenSolarisu
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- rozdeéleni na urovni operacniho systému
(zony)
* nezavisly béh instance operacniho systému
od urovne init (sdileny kernel)
* izolace softwarovych chyb
* bezpecnostni oddéleni (méne privilegii)
- vytvoreni zdroju podle procesoru
(dynamic resource pools, processor sets)

- vytvoreni zdroju podle vykonu procesoru

s\ 7/

manager, FSS scheduler (cpu-shares),
projects)

- vytvoreni zdroju podle fizeni toku na IP
urovni (IP QoS)



Zona OpenSolarisu

(. ) N\ 7
Lontejner)| « konfigurace - zones(5)
[ zéna j - ZOHEng(lm)

* jmeno

» korenovy adresar zony
* souborové systémy
e sitové rozhrani
 dalsi zarizeni
* fizeni zdroju
* instalace, spusténi a vypnuti
- zoneadm(1m)

- stav zony

» configured, incomplete, installed, ready,
running, shutting_down, down

* Zpristupneni
<<<<< o 2 - zlogin(1l), zonename(1)

soLaris
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<USer group>

N\
zonecfg -z
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zonecfg:
zoneadm -z

zoheadm -z

Priklad

zonel

zonel>
zonel>
zonel>
zonel>
zonel:
zonel:
zonel:
zonel

zonel:
zonel:
zonel:
zonel:
zonel>
zonel:
zonel:
zohel>
zohel>
zohel

zonel

| zlogin -C zonel

create

set zonepath=/zonel

set autoboot=true

add net

het> set address=192.168.1.100
net> set physical=ganiO

het> end
> add fs
fs> set dir=/usr/local
fs> set special=/zonel/local
fs> set type=lofs
fs> end

add device
device> set match=/dev/ecpp0
device> end

verify

commit
install

boot



Dalsi vlastnosti zony

ontejner)| « zadné zmény v API
- ~, | ¢ citlivé casti souborového systému jen pro cteni
Z0na ]| « omezeni na zafizenich
« odebrana privilegia
- cpc_cpu, dtrace_kernel, dtrace_proc, dtrace_user,
gart_access, gart_map, net_rawaccess,
proc_clock_highres, proc_lock_memory, proc_priocntl,
proc_zone, sys_config, sys_devices, sys_ipc_config,
sys_linkdir, sys_net_config, sys_res_config,
sys_suser_compat, sys_time

* upravené nastroje
- ps(1), prstat(1m), truss(1l), iostat(1m), mpstat
(Im), vmstat(1lm), psrinfo(1m), sar(1)...
* upravena prezentace z kernelu
- sysconf(3¢), getloadavg(3c), kstat(3kstat), autofs,
fd(4), mnttab(4), kill(2), SysV IPC, streams ...
| * instalace aplikaci
el - pkgmap(4), pkginfo(4)

Y (=)
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Rizeni zdroju
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» konfigurace - dynamic resource pool

nooladm(1m), poolcfg(1m), poolbind(1m),
noolstat(1m), poold(1m)

obind(1m), psrinfo(1m), psradm(1m),

nsradm(1lm)

» konfigurace - FSS(7)

- resource_controls(5)
- zonecfg(1m)

e zones.cpu-shares

- rctladm(1lm)

orctl(1)
orojadd(1m), projmod(1m), projdel(1m),

orojects(1), project(4), newtask(l)
* project.cpu-shares



Rozdéleni zdroju
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zdroje
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(system 8 cpu)
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<user group>

{pooll 2-4 cpu) A

(zonel 20 s

( )

projectl
3 shares

k J

a4 Y4

project?2
2 share

nares ")
.

project3
1 share

\. J

\. )

f_(zonel 10 shares )"

\

r

k1
S
k J

task2
(proc3)

(orocd)

J

J

J

r ( pool2 4 cpu N

~( zone3 1 share ™
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Vlastnosti krypto. systému

(krypto )|« divody

- sjednoceni kryptografickych knihoven
- jednotné API (PKCS#11v2)

- Skalovatelnost a vyssi stabilita

- propojeni s HW akceleratory

- moznost centralni administrace

e architektura

- infrastruktura v uzivatelske vrstve (uCF)
— infrastruktura v kernelu (kCF)

soLaris
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kCF

r
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Moznosti

* konfigurace

- cryptoadm(1m)

- napriklad vybér FIPS140 algoritmu
* uzivatelské nastroje

- encrypt(1), digest(1), mac(l) a pktool(1)
 algoritmy

- pkcs11_softtoken.so

* DES, 3DES, AES, RC4 (<=128 bit)

* RSA, DSA, DH
* MD5, SHA1, SSL HMAC

- pkcs11_softtoken_extra.so
« >128 bit
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